Navixia SA
Navixia is a Swiss limited company which
offers a global and pragmatic approach to
information security.

Improve IT security in your company! Assess your
security posture. Train your users to understand
risks, counter threats and resist phishing.
Many successful attacks rely on phishing / social engineering. Whenever
they perform penetration tests or security assessments, our experts have
noticed that IT users often fall into the same kind of traps or misunderstand the same issues, putting themselves and their organisation at risk.

Pragmatic solution
Our concrete response to these observations is our IT security awareness
platform DiagnoPhish. We have developed this tool to reflect our real-life
perception of risks/threats in Switzerland & Europe. It offers practical ways
to teach IT users to tackle sensitive issues and deflect threats. As a learning
& assessment tool, DiagnoPhish is safe, efficient and highly cost effective.

Simple approach
DiagnoPhish offers security awareness campaigns/trainings based on :
 Pseudo-phishing campaigns
 Security awareness quizzes on specific security issues.
 Video trainings on key security topics
Campaigns can be managed and monitored by you without external
intervention – or if you lack time, we provide a managed service.
Contents are available in English, French and German. Other languages
or templates can be added on request.

Punctual assessments
They are ideal if you want to precisely evaluate your security posture at
a specific point in time, if you need to train your users on a specific
subject, or wish to evaluate a new employee's knowledge.

Sustained learning process
Because it takes at least 21 days to change one's habits, DiagnoPhish
proposes endurance awareness missions called IT Security Trails. After
a single initial notification, users are confronted at random intervals
with meaningful security-related challenges. Being on alert for a longer
period of time improves their awareness of security risks lastingly.

Our efficient, mobile and highly experienced
team consists of senior professionals who are
all passionate about IT security. Some of them
are pioneers and leading experts in their field.

DiagnoPhish
A learning and assessment tool developed by
Navixia based on field observations. It makes
users considerably more resistant to IT risks.

Advantages
Fast and easy to handle
It takes only a few minutes to design and
launch a campaign.
Easy monitoring & remediation
You can monitor the users' progress over
time and devise corrective actions on a
person-by-person basis whenever needed.
Efficient
Over time, you will notice marked
improvements in user behaviour.
Fun
Besides targeting security issues in a relatable way, it creates buzz within the company.
Customisable
DiagnoPhish proposes ready-made
trainings – but you can create your own
from the many available elements.
Mobile
Can take place anytime, anywhere.
Flexible & Cost effective
It's up to you: you can handle the whole
approach yourself – or we can do it for you.
In all cases at a very affordable price!
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The extensive dashboard gives you a comprehensive view of each
awareness campaign's process, from start to finish.
This allows you to monitor user performance and propose targeted
extra training if and when needed.
when needed.
Flexible method
No need to upset everyone's working
schedule to organise awareness sessions:
challenges only take a few minutes at a
time and users can complete them from
their workstations or mobile devices.

Gamification
Users are awarded points when they
complete events. The more proactive they
are, the more it influences their scores. For
added motivation, they can track their
results on their personal dashboards.

Part of a supervisor's main dashboard

Swiss security standards
DiagnoPhish is developed and hosted in
Switzerland and provides the highest
security standards of data protection.
All data is stored on our infrastructure in
Switzerland – and it stays there. No
customer information is transferred, seen
or used by anyone but yourself. You may
delete by yourself all your data stored on
our servers at any time you choose.

Example of a user's personal dashboard

Find out more
Test DiagnoPhish without any
engagement: www.diagnophish.ch
Any questions? Do not hesitate to
contact us at info@navixia.com
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