[ navixia

information security

DiagnoPhish

Strengthen your company's security! Assess your
security posture. Train your users to anticipate
threats and resist phishing.

Many successful attacks are based on phishing/social engineering. When
our experts carry out penetration tests or security audits, they find that
IT users often fall victim to the same traps, exposing themselves and
their organisations.

A pragmatic solution

Based on these findings, we developed the DiagnoPhish security
awareness platform. It reflects our concrete perception of the cyber
risks/threats in Switzerland and Europe and trains IT users to apprehend
and counter the threats in a pragmatic way. DiagnoPhish is safe, effective,
and very affordable!

A simple approach

The awareness and training campaigns are based on:

e  Phishing simulations

e Videos explaining sensitive security issues

e Awareness quizzes on specific topics

Contents are available in English, French and German. Other languages
or templates can be supplied on request.

Sharpens critical thinking

Our approach not only imparts knowledge, it also trains employees to
take a critical look at the emails they receive. To this end, DiagnoPhish
offers cybersecurity Trails. After an initial notification, users are
confronted over time, at random intervals, with various security
challenges. As they are required to remain vigilant over a longer time,
they lastingly improve their perception of risks.

Effective and fun

Not only is our approach accessible, it also gets people talking about
security at work. User behaviour will improve significantly over time.
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Navixia is a Swiss limited company which
offers a global and pragmatic approach to
information security.

Our efficient, mobile and highly experienced
team consists of senior professionals who are
all passionate about IT security. Some of them
are pioneers and leading experts in their field.

DiagnoPhish

A learning and assessment tool developed by
Navixia based on field observations. It makes
employees considerably more resistant to IT

risks.

Key features

Compact and efficient

Your employees don't need to spend a lot of
time on the training for it to be fully effective.
It just takes a few minutes a month.

Easy monitoring and remediation

A clear view of user progress over time makes
it possible to implement appropriate
corrective action on a person-by-person basis.

Managed service

We take (almost) all the work out of your
hands, while you benefit from our expertise.
We manage not only the campaigns
themselves, but also the related
communication designed to increase user
involvement. Most of our customers choose
this approach. But if you prefer, you can also
manage the whole process yourself.

Bringing new staff up to speed
They will quickly acquire the basic tools they
need to protect themselves against risks.

Easy incident reporting

The Outlook Add-In installs an additional
button in each user's Outlook menu, enabling
them to report suspicious e-mails in one click.
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Flexibility & individual follow-up

The powerful dashboard provides a comprehensive overview of the progress of
each awareness campaign, from start to finish.

This makes it possible to monitor user performance and propose targeted extra

trainings if and when needed.

Flexible approach

No need to upset everyone's working
schedule to organise awareness sessions:
the challenges take a few minutes at a time
and users can complete them from their
workstations or mobile devices.

Gamification

Users earn points for each challenge they
complete. The more active they are, the
more they improve their score. For added
motivation, they can track their progression
on their personal dashboard.

Swiss security standards

DiagnoPhish is developed and hosted in
Switzerland and provides the highest
security standards of data protection.
Your data is stored exclusively on a highly
secure server in Switzerland. No customer
information is transferred, seen or used by
anyone but yourself. You may delete by
yourself all your data stored on our servers
at any time you choose. We are RGPD and
nFADP compliant.

Find out more

Test DiagnoPhis without any
engagement: https://diagnophish.ch

Any question? Do not hesitate to
contact us at info@navixia.com
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